Getting Started with REST Using Postman

Setting up the Desktop App

Step 1: Accessing the Postman Page
Navigate tothe CyberArk REST APl Postman page
https://cybr.rocks/RESTAPIV10

Step 2: Downloading & Running the App

Select “Runin Postman” and download the required software. The desktop app is recommended as the chrome
extension is being deprecated. Once the Postman app has been installed click on the selected method to open

the collection under the “Open with...” screen pictured below.

Open with...

s Postman for Chrome
W

== Postman for Windows

Don't have the app yet?
Get the app

*Note sometimes chrome settings won’t play nice with this and it may be easiest to use internet explorer.

Step 3: Navigating to the Collection
Click on collections to display the CyberArk REST Collection

New Tab

Collections

GET
All

Authorization

CyberArk REST API v10 [PUBLIC]

83 requests
TYPE

Account Groups [v9.9.5+] Inherit auth from parent
Account/ACL Methods [v9.0+]
The authorization header will be
Applications [vS.1+] automatically generated when you send the
request. Learn more about authorization
Authentication

Central Credential Provider (CCP) [v..

Confirm Requests [v9.10+]

This request is not inheriting any auth


https://cybr.rocks/RESTAPIv10

Authenticating

In order to begin interacting with the vault, it is necessary to authenticate to obtain a session token.

Step 1: Selecting a Logon Method
Select the proper logon method below and replace the {{BaseURL}} parameter with your PVWA Address. If you
would prefer to set this as a variable, please see Declaring Environment Variables below

History Collections

Account/ACL Methods [v9.0+]
Applications [v9.1+]

Authentication

SAML Authentication Logon [v9.7+]

SAML Authentication Logoff [v9.7+]

CyberArk [v9.0+1/LDAP [v9.7+]/Radius [v9.7+...

CyberArk [v9.0+]/LDAP [v9.7+)/Radius [v9.7+..

No Environment
CyberArk [v9.0+1/LDAI

» CyberArk [v9.0+]/LDAP [v9.7+]/Radius [v9.7+] Logon Exan

POST {{BaseURL}}/PasswordVault/WebServices/auth/Cyberark/CyberArkAuthenticationService.svc... Params Send A Si
Authorization Headers (1) Body @ Pre-request Script Tests Coo
TYPE

Inherit auth from parent

The authorization header will be
automatically generated when you send
the request. Learn more about
authorization

This request is using an authorization helper from collection CyberArk REST AP v10 [PUBLIC].

Step 2: Specifying Logon Credentials
In the body section, specify the username and password of an account that can authenticate tothe vault in
place of the {{apiUsername}} & {{apiPassword}} parameters.

All Me Team
POST components.cyberark.com/PasswordVault/WebServices/auth/Cyberark/CyberArkAuth
Account/ACL Methods [v9.0+]
Authorizatio Headers (1) Body ® Pre-request Script Tests
Applications [v9.1+] —
Authentication form-data x-www-form-urlencoded ~ ® raw binary  JSON (application/json)

CyberArk [v9.0+1/LDAP [v9.7+]/Radius [v9.7+... 1= [
2 “username”:"{{apilsername}}",
CyberArk [v9.0+1/LDAP [v9.7+)/Radius [v9.7+... 3 “password”:"{{apiPassword}}",
a "useRadiusAuthentication™:"false",
SAML Authentication Logon [v9.7+] : i “connectionNumber”:"1"
SAMI Authentication | osoff W97+
Step 3: Testing Authentication
7 ” H H
Hit “Send” to test the authentication.
No Environment
CyberArk [v9.0+)/LDAI @
AET Sollecions » CyberArk [v9.0+/LDAP [v8.7+]/Radius [v8.7+] Logon Examg
All Me Te
POST components.cyberark.com/PasswordVault/WebServices/auth/Cyberark/CyberArkAuthentica.. Params a\
Account/ACL Methods [v9.0+]
A zatio Headers (1 Body ® Pre-request Script Tests Cooki
Applications [v9.1+] i L ]
Authentication form-data x-www-form-urlencoded ~ ® raw binary  JSON (application/json)
CyberArk [v9.0+]/LDAP [v9.7+]/Radius [v9.7+... 1-(
2 “username”: "SVC_CA_REST",
CyberArk [v9.0+)/LDAP [v9.7+)/Radius [v9.7+... 3 “passuord”:"Cyberarkl”,
4 “useRadiusAuthentication”:"false”,
SAML Authentication Logon [v9.7+] g ' “connectionNumber”:"1"

SAML Authentication Logoff [v9.7+]

Shared Logon Authentication Logon [v9.7+1

Important!! While this method can work for testing, it is highly advised to use atool such as CyberArk’s
Application Identity Manager (AIM) to pull credentials programmatically from the vault to eliminate any
privileged credentials from being hard coded when put into scripts & code.



Step 4: Obtaining the Session Token
A successful authentication will yield a token that we can use to perform subsequent actions

Body Cookies (5) Headers (17) Test Re
Pretty R Previe JSON =
1=
2 “CyberArkLogonResult”: "AAEAAAD

Time: 124 ms Size: 1.15 KB

Save Response

f1 /7 T AQAAAARARAAAMAGAMAF hDel] 1ckFyay5TZX2alN1cySXZWIsIFZ1cnNpb2490CAwL JAUMCwgQ3VsdHVyZT1uZXV@cmFs LCBQdW] saWNLZX1Ub2t1bj08aMGI 1MW
RiYzg3MTg2NzBmBQEAAAACQITiZXIBemsul2Vydml jZXMuV2ViL1N1c3Npb2 51 Z6VudG ImaWVy cwQAAAAFVGIrZWAESHOmbwl TZXNz aWSuSKWQEVHIWZQEBAQECAAAAR
gMAAAAQOTE3NDY2MkQzNTc8QihFNQYEAAAAUDAWMDAWMDAYMEUSMUIGQTBDNzE1OEU3M@RGNEE2MIZENNBMBNCNDFDNDgWMik 2NTc zMTUzMTg@NkY 20 TULQ@NDNTUw

RTAWNzAWMDAWMDAWBgUAAAAKNZRhZGE SOGEtMmMNIZCOBZ jEWL Tg3ZjgtZGFjYzhjZmQ4YzYxBgYAAAAACKW==""

Performing Additional Vault Functions
In this example, we will look at listing safe members.

Step 1: Selecting the Desired Function

Select “List Safe Members [v9.7+]” and specify the PVWA address for the {{BaseURL}}, desired safe for {{Safe}},
and the session token from the last step for the {{CyberArkLogonResult}} parameter (no quotes) and hit “Send”.

Connections [v9.10+]
Managing Accounts
Managing Platforms [v9.10+]
Monitor Sessions [v9.10+]
My Requests [v9.10+]
Onboarding Rules [v9.8+]
Policy/ACL Methods [v9.0+]
Safe Management

Safe Members

GET  List Safe Members [v9.7+]

Collections

[ ] List Safe Members [v&

b List Safe Members [v9.7+]

GET {{BaselURL}}/PasswordVault/WebServices/PIMServices.svc/Safes/{{Safe}}/Members
Zatio Headers (2) Te

Key Value

Authorization {{CyberArkLogonResult}}

Content-Type

Step 2: Viewing the Results

A successful execution will return results as seen below with a status 200

application/json

GET http://components.cyberark.com/PasswordVault/WebServices/PIMServices.svc/Safes/PVWAR Params
eports/Members

Autl zatic Headers (2) Pre-request S

Key
Authorization

Content-Type

Value

AAEAAAD///ITAQAAAAAAAAAMAZAAAFhDeW]IckFy...

application/json

Body Cookies (5) Headers (17) Test Results
Pretty Ra Previe JSON =
1= f
2~ "members”: [
3~ {
4~ "Permissions”: {
5 "Add": true,
6 "AddRenameFolder”: true,
7 "BackupSafe": true,
8 "Delete”: true,
9 "DeleteFolder”: true,
1e "ListContent": true,
11 "ManageSafe": true,

Description

Session Authorization Token

No Environment {]
Examples (0) v
Params Send v Save

Cookies Code
Description Bulk Edit  Presets ¥

Session Authorization Token

Save

Cookies Ci

Presets

Status: 200 OK ) Time: 168 ms Size: 6.09 K

Save Respon:



Declaring Environment Variables
Declaring environment variables will enable us to call a variable as opposed to manually typing them in

Step 1: Navigating to the Environment Manager
Select the gearicon on the top right hand side of the page and choose manage environments. While it is
possible to create specific environments, we are just going to add to global variables for our purposes.

Collections

ns [v9.10+]
19.104]

Jles [v9.8+]
‘hods [v9.0+]

ient

No Environme
New Tab ﬁ
Manage Environments
GET Params 3
Shared Environments
Authorization Cookies Code
TYPE

Inherit auth from parent

This request is not inheriting any authorization helper at the moment. Save it in a collection to use the
The authorization header will be parent's authorization helper.
automatically generated when you send

the request. Learn more about
authorization

MANAGE ENVIRONMENTS X

Manage Environments

Learn more about environments

Create an environment

e “

Step 2: Declaring the Variables
Declare desired variables and save your changes. You should notice the color change from red to orange if you

have done this properly.

MANAGE ENVIRONMENTS X

Manage Environments

Globals
Key
BaseURL

CyberArkLogonResult

value Bulk Edit
https://components.cyberark.com

AAEAAAD//IIAQAAAAAAAAAMAZAAAFhDeW|IckFyay...

Download as JSON Cancel “

POST Qassword\a’auIthebServicesfauthICyberarkr’CyberArkAuthenticationService.svc... Params



